HANNINGTON PARISH COUNCIL
DRAFT - IT, Email and Bring Your Own Device (BYOD) Policy
For adoption at the Quarterly Meeting of the Parish Council on 6th May 2026
Next Review due: May 2027
Based on the Hampshire ALC IT and Email Policy Template (July 2025)

1. Introduction
Hannington Parish Council (HPC) recognises the importance of effective and secure information technology (IT) and email usage in supporting its business, operations and communications.
This policy outlines the guidelines and responsibilities for the appropriate use of IT resources and email by councillors, the Clerk, volunteers and any contractors acting on behalf of the council.
Because HPC is a small rural parish council with no dedicated IT infrastructure or council-owned devices, all council business is conducted using personal or privately-owned devices. This policy therefore incorporates a Bring Your Own Device (BYOD) framework as its primary operating model, as set out in Section 12 below.
This policy supports the council's compliance with UK GDPR, the Data Protection Act 2018, and the requirements of Assertion 10 of the Annual Governance and Accountability Return (AGAR).

2. Scope
This policy applies to all individuals who use HPC's IT resources or conduct council business using any device, including:
1. All elected and co-opted councillors;
1. The Clerk/Responsible Financial Officer;
1. Any volunteers or contractors acting on behalf of the council.
It covers all devices used for council business — whether council-owned (if applicable in future) or personally owned — including computers, laptops, tablets, smartphones and any other internet-connected devices.

3. Definitions
	Council Members
	All elected and co-opted members of Hannington Parish Council.

	Devices
	Computers (desktop and laptop), tablets, smartphones and any other internet-connected device used for council business.

	Council Business
	Any activity undertaken in the role of councillor or Clerk of Hannington Parish Council.

	Personal Data
	Any information relating to an identified or identifiable natural person, as defined in Article 4(1) of UK GDPR.

	Personally Owned
	Ownership of a device by a person or legal entity which is not the Parish Council.

	BYOD
	Bring Your Own Device — the use of personally owned devices to conduct council business.

	Approved Cloud Services
	The council's authorised platforms: Microsoft 365 (including Outlook and SharePoint), Dropbox (shared council folder), and HugoFox (website). Provided via the council's NALC/HALC-recommended supplier, Boxxe.



4. Council's current IT infrastructure
Hannington Parish Council's IT infrastructure currently consists of the following approved platforms and services:
1. Email: Microsoft 365 / Outlook, provided via Boxxe (NALC/HALC recommended supplier). All council email uses the council's dedicated gov.uk domain (@hannington.hants.pc.gov.uk). Council email is protected by DMARC, SPF, DKIM and TLS encryption, and is archived via the Cryoserver email archiving system.
1. File storage and document management: Microsoft SharePoint (via Microsoft 365) and a shared Dropbox folder, used for storing agendas, minutes, policies and financial documents.
1. Website: HugoFox. The council's website is the primary public-facing transparency tool and is maintained by the Clerk.
1. Online banking: Lloyds Bank plc online banking portal, accessed only by authorised signatories in accordance with the council's Financial Regulations.
The council does not currently own or issue any devices to councillors or the Clerk. All council business is therefore conducted on personally owned devices, in accordance with the BYOD provisions in Section 12 of this policy.

5. Acceptable use of IT resources and email
HPC's IT resources and email accounts are to be used for official council-related activities and tasks. Limited personal use is permitted, provided it does not interfere with council responsibilities or violate any part of this policy.
All users must:
1. Adhere to ethical standards and act in accordance with the councillor Code of Conduct;
1. Respect copyright and intellectual property rights;
1. Avoid accessing inappropriate, offensive or unlawful content;
1. Not use council IT resources for personal financial gain or political campaigning.

6. Email communication
All council business must be conducted using the councillor's or Clerk's dedicated HPC email address (@hannington.hants.pc.gov.uk). The use of personal email addresses for council business is not permitted.
When using council email, all users must:
1. Keep emails professional and respectful in tone;
1. Not send confidential or sensitive information unless the communication is encrypted or within the council's secure Microsoft 365 environment;
1. Exercise caution with attachments and links — verify the source before opening any attachment or clicking any link;
1. Not share council email login credentials with any other person;
1. Be aware that the council's email is archived via Cryoserver and may be subject to Freedom of Information and Subject Access Request obligations.
The council reserves the right to monitor email communications conducted via its domain to ensure compliance with this policy and relevant legislation. Monitoring will be conducted in accordance with the Data Protection Act 2018 and UK GDPR.

7. Data management and security
All sensitive and confidential council data must be stored and transmitted securely using the council's approved platforms (see Section 4). The following rules apply:
1. Council documents and files must be stored in the approved Microsoft SharePoint or shared Dropbox folder, not on personal device storage alone;
1. Personal data (as defined in Section 3) must not be stored on removable media (USB drives, memory cards) except where strictly necessary and with appropriate security measures;
1. Regular backups of council data are maintained automatically via Microsoft 365 and Dropbox cloud services;
1. Secure data destruction methods must be used when disposing of any device that has been used for council business — council data must be permanently erased before any device is sold, recycled or disposed of;
1. Data must only be used for the purpose for which it was collected or provided, in accordance with the council's Data Protection Policy and Privacy Notice.

8. Password and account security
All users are responsible for maintaining the security of their accounts and passwords. The following minimum standards apply:
1. Passwords must be strong — at least 12 characters, combining letters, numbers and symbols;
1. Passwords must not be shared with any other person, including family members;
1. Passwords must be changed immediately if there is any suspicion they have been compromised;
1. Where available, multi-factor authentication (MFA) must be enabled on all accounts used for council business, including Microsoft 365 and Dropbox;
1. Remembered password facilities (other than a reputable password manager) should not be used on devices used for council banking;
1. Councillors must not store banking PINs or passwords on any shared device or in any shared document.

9. Network and internet usage
1. Council business should be conducted on a secure, trusted network wherever possible;
1. Public or unsecured Wi-Fi networks should be avoided when accessing council email, files or the banking portal. If a public network must be used, a VPN is strongly recommended;
1. Home Wi-Fi networks used for council business must be password-protected and encrypted (WPA2 or WPA3);
1. Downloading or sharing copyrighted material without authorisation is prohibited;
1. Users must not access, download or distribute any material that is illegal, offensive or in breach of the council's Code of Conduct.

10. Device security and software
As the council operates on a BYOD basis, all personally owned devices used for council business must meet the following minimum security standards:
1. Devices must be protected by a strong PIN, password or biometric authentication;
1. Devices must lock automatically after no more than 5 minutes of inactivity;
1. Devices must have up-to-date operating system software, with automatic updates enabled where possible;
1. Appropriate and up-to-date anti-virus and anti-malware software must be installed on computers and laptops used for council business;
1. Unauthorised software must not be installed on any device where it could compromise the security of council data;
1. Any device used for council business that is lost or stolen must be reported to the Clerk immediately (see Section 13).

11. Retention and archiving
Emails and council documents must be retained and managed in accordance with the council's Data Retention Policy and any applicable legal requirements. As a guide:
1. Council email is automatically archived via the Cryoserver archiving system, which also supports the right to erasure under UK GDPR;
1. Councillors should regularly review and delete unnecessary emails from their personal inboxes;
1. Emails and correspondence relating to council business must be deleted from personal devices after 2 years, unless a longer retention period is required by the council's Data Retention Policy or applicable law;
1. All council data must be permanently erased from a personally owned device at the end of a councillor's or Clerk's term of office, or upon request by the council.

12. Bring Your Own Device (BYOD) policy
As noted in Section 1, Hannington Parish Council does not currently own or issue devices to councillors or the Clerk. All council business is therefore conducted on personally owned devices. The following provisions apply:
12.1  General requirements
1. All council business must be conducted using the councillor's official HPC email address — personal email accounts must not be used;
1. Councillors must take all reasonable steps to keep council data separate from personal data on their devices;
1. The security requirements set out in Sections 8, 9 and 10 of this policy apply equally to personally owned devices used for council business.
12.2  Data protection on personal devices
1. Personal data received for council purposes must not be used for any other purpose, and must not be shared with any other person or organisation;
1. Council documents containing personal data (such as agendas, minutes with personal details, or correspondence) must be stored in the council's approved cloud platforms (SharePoint or Dropbox) and not retained solely on personal device storage;
1. Councillors must not allow family members or other individuals to access devices that contain council data.
12.3  End of term and departure
1. On leaving office, all council data — including emails, documents and contacts — must be permanently erased from personal devices;
1. The Clerk must ensure that departing councillors' HPC email accounts are disabled promptly upon leaving office.
12.4  Agreement
By accepting office as a councillor of Hannington Parish Council, or by taking up the role of Clerk, all individuals agree to adhere to the terms of this BYOD policy. This agreement is noted in the council's records.

13. Reporting security incidents and data breaches
Any suspected security breach, data breach or IT incident must be reported immediately to the Clerk. If the incident involves the Clerk, it must be reported to the Chair of the Council.
On receiving a report, the Clerk will:
1. Assess the nature and severity of the incident;
1. Take steps to contain and mitigate any harm;
1. Report the incident to the Information Commissioner's Office (ICO) within 72 hours if it is likely to result in a risk to the rights and freedoms of individuals, in accordance with the council's Data Breach Management Policy;
1. Report the incident to the council at the next available meeting.
The loss or theft of any device used for council business must also be reported immediately to the Clerk. Councillors are responsible for notifying their mobile carrier immediately upon the loss of a mobile device.

14. Training and awareness
Hannington Parish Council is committed to ensuring that all councillors and the Clerk are aware of their responsibilities under this policy and relevant data protection legislation.
1. All councillors and the Clerk are encouraged to complete HALC data protection and IT security training, which is available free of charge through the HALC training programme;
1. Training completed by councillors or the Clerk will be noted in the council's minutes as evidence of compliance;
1. The Clerk will draw councillors' attention to any significant changes in legislation or guidance that may affect their responsibilities under this policy.

15. Compliance and consequences
Breach of this IT and Email Policy may result in:
1. For councillors: referral to the Monitoring Officer under the councillor Code of Conduct;
1. For the Clerk: action under the council's disciplinary procedures;
1. For contractors or volunteers: termination of their engagement with the council.
All breaches will be investigated and any action taken will be proportionate to the circumstances.

16. Compliance with AGAR Assertion 10
This policy forms part of Hannington Parish Council's response to Assertion 10 of the Annual Governance and Accountability Return (AGAR), which requires the council to demonstrate compliance with its digital, data and information security obligations. Specifically, this policy evidences:
1. The council's use of a dedicated gov.uk email domain with DMARC, SPF, DKIM and TLS security controls;
1. The council's use of approved cloud services (Microsoft 365, SharePoint, Dropbox) with appropriate access controls;
1. The council's website security monitoring via the NCSC Web Check service;
1. The council's ICO registration as a Data Controller;
1. Policies and procedures for data management, data breach reporting and data retention;
1. The BYOD framework governing the use of personal devices for council business;
1. Councillor and Clerk training obligations.
This policy should be read alongside the council's Data Protection Policy, Privacy Notice, Data Retention Policy and Data Breach Management Policy, all of which are published on the council's website.

17. Policy review
This policy will be reviewed annually, normally at the Annual Meeting of the council in May each year, to ensure its continued relevance and effectiveness. Updates will be made as required to reflect changes in legislation, technology or council practice.

18. Contacts
For any queries in relation to this policy, or to report a security incident or data breach, please contact:
1. The Clerk to Hannington Parish Council: clerk@hannington.hants.pc.gov.uk
1. Information Commissioner's Office (ICO) helpline: 0303 123 1113 | www.ico.org.uk
1. NCSC Cyber Incident Reporting: www.ncsc.gov.uk/collection/incident-management

All councillors and the Clerk are responsible for the safety and security of Hannington Parish Council's IT resources and data. By adhering to this policy, HPC aims to create a secure and compliant IT environment that supports the council's transparency, accountability and public service obligations.

Adopted at the Annual and Quarterly Meeting of the Parish Council on 6th May 2026.
Next review due: May 2027.

End.
