HANNINGTON PARISH COUNCIL
Data Breach Management Policy
For review: 6th May 2026  |  Next review: May 2027
Supersedes: Data Breach Management Policy dated 19th February 2019

1. Purpose
This policy sets out how Hannington Parish Council (HPC) will respond to any actual or suspected personal data breach, in accordance with its obligations under the Data Protection Act 2018 and UK General Data Protection Regulation (UK GDPR).
A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed by the council.
This policy should be read alongside the council's Privacy Notice, IT and BYOD Policy, and Data Retention Policy.

2. Scope
This policy applies to all councillors, the Clerk, and any contractors or volunteers acting on behalf of the council who process personal data in connection with council business.

3. Preventing data breaches
The council will take reasonable steps to minimise the risk of a personal data breach occurring. These steps include:
1. All devices used for council business must be protected by a strong password, PIN or biometric authentication, and must lock automatically after a period of inactivity, in accordance with the council's IT and BYOD Policy.
1. All devices connected to the internet must have appropriate and up-to-date anti-virus and anti-malware software installed.
1. Council data must be stored in the council's approved cloud platforms (Microsoft 365 / SharePoint and Dropbox) and not retained solely on personal device storage.
1. Council email is protected by DMARC, SPF, DKIM and TLS encryption, and is archived via the Cryoserver system.
1. All personal data must be stored and disposed of securely. Devices used for council business must have council data permanently erased before disposal.
1. No council passwords, PINs or banking credentials may be shared with any unauthorised person.
The council's IT and BYOD Policy (adopted May 2026) sets out these requirements in full.

4. Identifying and reporting a breach
A data breach may be identified by:
1. A member of the public informing a councillor or the Clerk that they suspect a breach has occurred;
1. A councillor or the Clerk identifying a breach directly (for example, a lost device, an email sent to the wrong recipient, or unauthorised access to council systems);
1. Notification from a third-party service provider (for example, Microsoft, Dropbox or HugoFox).
Any actual or suspected data breach must be reported to the Clerk immediately. If the breach involves the Clerk, it must be reported to the Chair of the Council without delay.

5. Responding to a breach — the council's procedure
On being notified of an actual or suspected breach, the Clerk will take the following steps:
Step 1 — Contain and assess
1. Take immediate steps to contain the breach where possible (for example, recovering a lost device, revoking access, or recalling an email);
1. Assess the nature, scope and likely impact of the breach — in particular, whether it is likely to result in a risk to the rights and freedoms of any individual.
Step 2 — Notify the ICO if required
1. If the breach is likely to result in a risk to the rights and freedoms of individuals, it must be reported to the Information Commissioner's Office (ICO) within 72 hours of the council becoming aware of it;
1. If it is not possible to report within 72 hours, the report must be made as soon as possible with an explanation of the delay;
1. Reporting to the ICO is done online at: www.ico.org.uk/make-a-complaint/data-security-concerns/
1. If the breach is unlikely to result in a risk to individuals' rights and freedoms, a report to the ICO is not required — but the breach must still be recorded in the council's Data Breach Register (see Section 7).
Step 3 — Notify affected individuals if required
1. If the breach is likely to result in a high risk to the rights and freedoms of individuals, those individuals must be notified directly without undue delay;
1. The notification should describe the nature of the breach, the likely consequences, and the steps the council is taking to address it;
1. The Clerk will liaise with the council's insurer where appropriate before notifying individuals.
Step 4 — Notify the council's insurer
1. The Clerk will notify the council's insurer (currently Clear Insurance) of any breach that may give rise to a claim, in accordance with the council's insurance policy terms;
1. The insurer may be able to provide specialist advice and support in managing the council's response.
Step 5 — Report to councillors
1. The Clerk will update the Chair and all councillors as soon as practicable following a breach, and will provide regular updates on progress;
1. A full report on the breach and the council's response will be presented to the next available council meeting.

6. Review following a breach
Once a breach has been contained, the Clerk will conduct a review of the circumstances that led to it and identify any steps that can be taken to prevent a recurrence. The outcome of this review will be reported to the council and any agreed actions will be monitored to ensure they are implemented.

7. Data Breach Register
The council is required by UK GDPR to maintain a record of all personal data breaches, regardless of whether they are reported to the ICO. This record is known as the Data Breach Register.
The Clerk is responsible for maintaining the Data Breach Register. Each entry must record:
1. The date the breach was identified and the date it occurred (if known);
1. A description of the nature of the breach;
1. The categories and approximate number of individuals and records affected;
1. The likely consequences of the breach;
1. The steps taken to address the breach and mitigate its effects;
1. Whether the breach was reported to the ICO, and if so the date and reference number;
1. Whether affected individuals were notified.
The Data Breach Register is an internal governance document. It is available for inspection by the internal and external auditors. As at the date of this policy, Hannington Parish Council has no recorded data breaches.

8. Responsibility
The Clerk is responsible for ensuring compliance with this policy and for maintaining the Data Breach Register. The Chair of the Council is responsible for overseeing the Clerk's actions in the event of a breach involving the Clerk.
All councillors share responsibility for reporting any actual or suspected breach without delay.

9. Useful contacts
	Organisation
	Contact Details

	Information Commissioner's Office (ICO)
	Website: www.ico.org.uk
Report a breach: www.ico.org.uk/make-a-complaint/data-security-concerns/
Helpline: 0303 123 1113

	Clerk to Hannington Parish Council
	Email: clerk@hannington.hants.pc.gov.uk
Website: www.hannington-hants-pc.gov.uk

	Council's insurer (currently Clear Insurance)
	Contact details on the council's current insurance schedule

	NCSC (National Cyber Security Centre)
	Report a cyber incident: www.ncsc.gov.uk/collection/incident-management



10. Policy review
This policy will be reviewed annually at the Annual Meeting of the council, or sooner if required by changes in legislation or council practice.

Proposed for adoption at the Quarterly Meeting of Hannington Parish Council: 6th May 2026
Next review due: May 2027
End.
